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ABSTRACT

Instagram is a Social Network Service(SNS) that has recently become popular among people of all ages and it makes
people to construct social relations and share hobbies, daily routines, and useful information. However, since the uploaded
information can be accessed by arbitrary users and it is easily shared with others, frauds, stalking, misrepresentation,
impersonation, an infringement of copyright and malware distribution are reported. For this reason, it is necessary to analyze
Instagram from a view of digital forensics but the research involved is very insufficient. So in this paper, We performed
reverse engineering and dynamic analysis of Instagram from a view of digital forensics in the Android environment. As a
result, we checked three database files that contain user behavior analysis data such as chat content, chat targets, posted
photos, and cookie information. And we found the path to save 4 files and the xml file to save various data. Also we
propose ways to use the above results in digital forensics.

Keywords: Digital Forensic, Instagram, SNS, Android, Android reverse engineering

.M B Al Zreketk 7Rl AApe} AMS-S A|lgsic) w9l
olu} A3zke] A EE ZHHsHA F-fsbAt gheld
24 UESY A An]x(e]d} SNS)& AMSALE T 9lo] B AlEtSo] SNSE AMg-sta o). v
Received(03. 01. 2018), Modified(04. 16. 2018), Hgut
Accepted(04. 16. 2018) t A7}, seunghee.seo.00@seoultech.ac.kr

* R e AgE|ed e o] o)) Ao 3 ¥ wAIAA}, chlee@seoultech. ac.kr(Corresponding author)



408 A EAA el Qlaeaal AkgA A8 2

ARz E AL ertlE el wp2m SNS o4} &
20174 249 6000RHHo® AA <Aeul o]-§x}e]
T1%° 2 Zolzta 4RIk (17) =7 2nid
&2l dE & Anla AT FEHel SNS
o AHAE S7HE ob7lselnt

A AREAZE SNSel| Alggk el AR A
3zpell Al et =2E7] A3 AFEHA %
theke] AH7E SNS Aol FfrEle 545 7
d], o] & o] &3} t}oksl 3447} nkA)

°
o] SNS Al %7H% Nl ARE =gate] A<l
=
A

(M e o mln
)

)

T3 SNSE &Ak3al EOM P 1 B A
A (<]

=
)
o,
lo
1
-
i
>
opo
o, Aul
et
o
|o
-~
:“.:
L
i
!I.\.;
e ot (N

ofo )
Sy
e
lo
v
2
S
f
N
ind
N
i)
:{o
MN'
=

529 Wl xZ=le] 9lrh.(13)
gl~ela#@ (Instagram)< 943} mufd 2 A
a3h= SNS & 32 20109 AR|2E A
Fslod(2) 2 20174 49 Al8A7) 79| 23}
o} S ARARE 2017 RS delslon]
1 3 A3 *}ﬁx}t o] wWo] Azslw 9l
(14) =3+ lxepadlle AXE 3 Z=2F A
2 dukHal SNS«] 7155 AT F o,
d HlZ2Y2 ARE Algste] ~E
A B AXNE “2‘ 229 A 5 v =g
5= 75S A9t ol

A RE Qdxehdl] AREAEe] Frbel whel SNSe

>

N rulm
)
f

l‘

WAt ohofst Afelw] WH =3 A Frkska 9l
r/} olzefzzle] izl A 7]5el A 2E
al

sl A4AE AT T 45FA coldE
IE A%3AL15) ARE sl Al
Aeste AT AAAE AEshe 5
) ek i) etk e,
sebage] A AR AR D S o] g7
o] 27k} A BAST Sl chka WSS 3ol
g ul, Qlashase o tAE zdy 2]
et desiadd d

ol & o
8—~°1=°'
mlm

rﬁ

Aslol wE Y A no o] $AE Sl
solrh, mat Mfs& S RECEL B
B AAE Qe A S5, Aol o

2.1 7| A7

Daniel Walnyky, Ibrahim Baggili ¢ 4%
4)2 M 7l5< A¥3sh= SNSE =%
Android®] 7 Q7] sl 20709 IM of&ejAe
AL Aoz YxE 42 A d1E 5
skgick. 20709 ol & Aol QdxEtaR®E X7
wo] glon, 7zt ojFejAolAdeA] 7hsg AREAe
d5s FsH ool wet MAE= MEYHZ E
2?2 2 tiufela W ‘ﬂi‘rg Akt 24
Az}, Qzeta@le A IM 715S ol83te] ARzl
el A AEE o, A "P‘LO] 7ol Hh
AL A

Reema Al Mushcab®} Pavel Gladysheve
(5) Qlxetaals cl=Rol= thyow 7Pg o
Abgsle mukd 0S¢l 108 &AedlA gxe a4
A1 el A8k iPhone 5s tiule]~E A
43le] = t}E SNS ol&FgAelAdal Pathel ¢
vl FAEh xEtaElS FAE A Qe
23 ID number, Z23 W& 5 AHARe] ZE9
=9 A AA ARE gk 4, et
e wg] sk v 2909 §A4 olE,
ol FEE F7IEE ATt F oohekek ol Ee Aol
45 AR AR g gdE At =3, o]
o‘___] ]
g 5

% o, O

e mlo _1

So] AT AREE A FANELH B
91 ke Albalsiet

Reema Al Mushcab¥ Pavel Gladyshev+

g tERol= A elA (5o} Fro] <liEl

@3} Pathe] tA" zala] A9 BAS 5

atsict.(6) kvt (5)¢F ck=A 470¢] backup

ET-5 ARl 7 olEE]AlolAdelA ulg] Thel&

Obiumﬂén@



A B 1 53 =A] (2018. 4) 409

. 2t backup =79 A%5S v
el B Azlzl ol 7]
AR ZVJ'PC— ME{ wlo]~8]l Cookies?] A=
= ¥y A AR, ¢hust
JJra“’] let.

L Oﬂ. N
N
3
ok,
2
2 e
ro
1>

2.2 7|1& 979 &4

7]1%& SNSel| gt zald s-ol|xe] £A o
< W 7P ARAPE WAL 43 facebookell
ek Aol m (10)(11)(12), Qlz=etzzle] gk o
T= theFdk SNS o ZEjAlel e} vl AR=lef A <)
oA (4)(5)(6) SNS Al 7lERtbE
Instant Message(IM) 715l =4S 232 3l
t}h(4]

"J*E‘rlﬁﬂﬂ wlel melel] gk A= A EAf
SHE)E). B4 229 0 AAel Afee) A

Mushcab®  Pavel
Gladysheve(6) gt=Rol= ﬂﬁ"ﬂ*ﬂ SlEa= e A
o W] ghds FAshi ot ] T ApAel] gt
AR oz Wi E.il%ﬂ% o] 8¢ XY =
A abe] ool S Far gle] wigd Tk
Qloll 2R dloJelel] that & 3

v H
stele]] 21 dlelelel IM 715 2T A 2
S AA, 9F W), Fobe reol, A
A7) 2o BE el dsle] UAE £ #4918

= Compile process
<+—— Decompile process

.class

[l o7 gy

o= A ofEAle)dE +A
< A F R A A AA
CkERoE oAl 24 54
sho] 7hsslr] el &g FESle] AHow

Aol 7hssirt. (8]

Rui
2
He ol 32 oL

ol

grRol= o]Fy ]°]”§_94 7é‘-°r A= ““é
j TR FAH g
7€} E}O]‘jﬂiﬂ 2 Eaat } %”’ﬂ
APK(Android Package)ell E3lslo] wjxsdk
t} (9] o]el ujg} DEX & APKelA wz &
7hssbn] o] lEe]elel smali ZE HejE WA &

oJrt. =3 smali ZEE tATGLS B3 a5
9] olojql Java ZT 2 WAZVsst}. Fig. 12
greol=e AAR WE A tFisd AAE
i),

olfl r=Rol= o]FejAolAle] Fx EAE ©]
43l DEX FEE java I==2 AT &5+
thoFgt =50 EAEH, ol Tl vy =
Java 5 o]&3le] oZe|AelAe Ade &
I 2 wAlS AHHow BAME 4 9lt) gl= o)
st F2 AMEE 34 =7EE APK
o g 7lel 3dE 5 9 A3 ADB, ¢
AL =7<l Apktool, Dex¥td& Java ZEZ
HEksl= Dex2jar, A4 48 A 5+ Java
Decompiler GUI o] glt}.

_l1>i }_,>4

Eat
H

NE OH

s}
o]

Java
Source

.class _En

xml /
resource
gl
—| .dex .apk
—

ali

Fig. 1. Compile process and Decompile process on Android
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Tool Name

Description

ADB (Android Debug Bridge)

a versatile command-line tool for communication with Android

devices (18)

dex2jar

a tool for converting the dex file to jar file

JD(java decompiler) gui

a tool that visualizes the structure of jar files and Java source to
provide an analysis environment with a user

Android Device Monitor

a tool to show the file directory structure for an android device

and logs.

DB Browser for SQLite

a tool for showing the contents of SQLite Database file.

Table 2. Files and directories path of Instagram

Type | Name Content

Path

Contents and related
information of Direct
Message

direct.db

/data/data/com.instagram.android/dagabases/direct.db

Data

base | Cookies Internet cookie values

of the user

/data/data/com.instagram.android/app_webview/cookies

file Private information

related the business
account of the user

Web Data

/data/data/com.instagram.android/app_webview/Web Data

Photos the user loads
from gallery for
uploading to feed

cache

/data/data/com.instagram.android/cache/

A photo that the user
temporarily saves
before uploading and
saving related files,
Edited photos the user
uploaded

Direct files

ories

/data/data/com.instagram.android/files/

Every photo presented

1mages to the main feed

/data/data/com.instagram.android/images

XML files created and
used by Preference
API

shared
prefs

/data/data/com.instagram.android/shared_prefs
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Table name Content

Country version of
Instagram application
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Table 4. Tables of cookies

Table name Content

The Internet use information
of the host communicating
cookies with a user on network (host
key, value, expiration date,
last access time etc.)
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Fig. 4. The simultaneous login using different
devices
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Table 5. Xml files saved in the shared prefs folderss

No. File name Description Contents of file
The id b f
This file saves the information . ¢ 1d num (.ar o a
laccount number] . . . video, UTC times a
1 . related video if a user watches video
_starred_view.xml . . user watched
clips played automatically,
laccount number] This file stores relevant information
2 _AutoCompleteHashtabServi | if there is a hash tag on a commnet Contents of tag
ce.xml or post.
An account name of
Facebook, Oauth
The user information related login of aceboo au
(account number] . . Access Token, The
3 Facebook is stored this file if a user .
_facebookPreferences.xml . . saved time and
logins using the facebook account. . .
expired time of the
token. user_id
This fil that t f th
laccount number) .S ¢ saves ab posts o ¢ IDs of posts which a
. main feed are seen or not. If a user .
4 _MainFeedSeenStateStore.x . . . user saw and which a
look at posts, a post ID is written in
ml ” S user not saw yet.
{set name="seen_ids") tag.
The UTC time the
(account number] This file saves the sync time when .
5 . o . media file is
_starredHidePreferences.xml | media files are synchronized. .
synchronized.
Camera flash on/off
6 (account number] This file saves the configuration setting,
_USER_PREFERENCES.xml | information of a user. Photo auto save
setting, sdn token
The friend list of Facebook account .
. . . . The name, profile of
laccount number] is saved in this file, who use . .
7 . . . friend, Following or
_usersBootstrapService.xml Instagam. This list presents on
Fee 11 . , not
finding friend” tab
Video ID watched,
laccount number] If a user watches videos, this file . )
8 . . i ) Timestamp, The time
_video_view saves the related information.
of re-watched
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